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Trip of Special Agent John M. Matter 
to. Moscow 
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Hr. Roach talked with Special Agent Matter today concerning his 
trip to Moscow and particularly in regard to information obtained by Mr. 
Roach from Messrs. Eyon and Flinn of the State Department. 
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It was pointed out to Ag ant Matter that nation representatives 
to th'3 Council (m W4Yi4'$$tAT*$? flflns'iriAV 

important of 

conference to end all conferences; that in view of the importance of thiff 
Conference, the Russian Government is taking all possible stops to detect any 
irregularities of the representatives of foreign delegations and particularly 
with reference to, the United States delegation* A"ant Matter was told tha-t 
V* v' from, information available to the State Department the Russians are hopeful of 
^finding that some individual in the American delegation is performing duties 
and is, associated -with a branch of the United States Government to which ho is 
not properly accredited. The Russians have in mind the- matter of exposing such 
an individual and bringing the case before the entire .conference of .Foreign 
Ministers with a view of •embarrassing this or any other Government, along these 
lines. 
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It was- further pointed out to A vent Matter bnat in his role as a State 
Department representative his case would be one which would play into the Russian 
hands should it be known that he was in fact an FBI Agent and that he .would want 
to govern himself accordingly. 

t 

l _ 

It was also mentioned to him that, the State Department has definite 
knowledge that at least fivo^RKVD representatives are regularly ’♦attached 1 * to the 
American Qabassy; one with a rank “of Colonerls dispatched specifically to follow 
the^Aaorican'Amc-assador. This particular individual has quarters in a garage on. 
the Embassy grounds and is accepted b y the American Embassy as one of the staif. 
It was mentioned to Agent fetter that there are approximately 97 Russian, aliens, 
now employed b- the United States Embassy, these individuals being employed in 
all phases of the Embassy's work*. 

45 * v 

The above matters werementioned to A rent Matter feeling that he. should 
be as well fortified as- possible against existing* conditionsMo instructions 
concerning his activities were riven during the course of the interview with Mr* 
Roach as. it is believed that other individuals and officials in the Bureau will 
issue appropriate instructions,. . 
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It is sug’ssted this memorandum be., referred, to those Bureau officials who 
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•D. M. IADD**-—-- ' - • - ‘ \ | '} 

8* Q. HTCff * 

Request of Secretary of State Marshall for 
i Assignment of bureau Technician to Conduot 
\Seourity Survey at Moscow 

* 

As you will recall, under date of February 7, 1?1|7, Secretary . 

Marshall, State Department, suomitted a letter to the JBufeau requesting 
the assignaeht of a. Bureau representative, to conduct a security survey°of 
the headquarters of the United States Delegation to the Council pf Foreign 
Ministers in Moscow, This project was approved by the Director on February 12 
and toe sending of Special Aghnt John M. Matter was, ibkayed by the Director on * 
February 18, 

On February 1?, 19k?, a letter was. director to Secretary Marshall 
informin'- him that the bureau would comply with his request and, informing him 
of the idBntity of the Bureau representative who would conduct the survey, M r# 
Roach has placed A”ent Matter in contact vrith appropriate State Department 
representatives who are handling this, security program, mainly, Mr* Batjnerman 
and Cooper of the Security'Office of the State Department. Agent Matter is 
presently making necessary arrangements to depart for Moscow with Mr. Coop r of 
the State Department on or about February .26, 19h7, : 
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in view of the. fact that the SIS Division is responsible for the super¬ 
vision of Bureau representatives outside, of the Continental United States, it is 
suggested that this memorandum with the attached material leading up to the 
assignment of Agent Matter be referred, to. the SIS Division so that- his activities, 
while abroad nay be closely supervised by that Division, Ko further action is bein^ 
taken of this matter by the liaison Section unl^r advised to the contrary, 
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DATE: May 3j 1? 



SUBJECT: SPECIAL AGENT JOHN M« MASTER 
SPECIAL ASSIGNMENT TO 1T™ 

You will recall that a - 



_ . Tolso n 
li*. E. A* Taira 
is*. Clegg 




IS*. Ourr&S 
is*. Karbo ' 
IS*. Hendon 


request of^Secretary of State £: £!“A r f2£: 

ial Agent John M. Matter to accompanj^*iw»j; 

X \ the Secretary's Party to Moscow to act as Security Officer during the 
? I Foreign Ministers ' Conference in that City. Agent Matter returned to 
* c -n Washington after completing this assignment on May 1, 19U7. 

M 

Attached is a complete memorandum covering the tecimical phases 

J of his assignment in Moscow. This memorandum has been reviewed and appears 
lirely Sable and appropriate for transmittal to the State Department. 

It is noted that Agent Matter made repeated physical and electronic checks - 
of all of the rooms at the Ambassador's residence as well as seven rooms in 
the United States Embassy. He made technical checks on the phone system 
<tn both buildings. No microphones or evidence of wire tapping was found 
within the limits of the buildings. Approximately 100 feet of fine wire 
of the- type used in concealed microphone installations were located in the. 
attic over the bedroom presently occupied by the Ambassador's wife, but no 
microphone was found attached thereto. Agent Matter removed approximately • 

1500 feet of wire from the buildings in order to preclude the possibility of. 

its use for wire tapping. 

* 

According to Agent Matter, Mr. Paul <S. Cooper, Security Officer, 

PM#,? Special Agent's Office of the State Department, who accompanied Matter 
to MoscS! desired that the memorandum-be furnished to him personally so 
that height handle distribution to the appropriate State Department officials. 
CooDer pointed out that this was a precaution as he was uncertain as to the 
loyalty and discretion of some of the employees in the State Department. 





RECOMMENDATION 

It is recommended that two copies of the attached memorandum be 
forwarded under c sri fidont i a l cover to the Secretary of State rather than 
to Mr Cooper as the latter desired. It would appear more appropriate to 
have this communication sent directly to the Secretary of Stete^ A sugpsti 
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A complete physical tad electronic check of jail-rooms at the Ambassador^ 
residence (Spaso House) and 7 rooms of the U* £, Embassy (Kokhovayn) 
failed to reflect the existence of any microphone installations* A 
technical check of the phone system at Spaso House- and 5 instruments at 
Hokhovaya revealed no evidence of wire tapping vrithin the limits of the 
buildings. One phono instrument at Cpdso. was found to ho mired in a 
manner which mould have permitted its use as a microphone when the 
instrument mas not in use, but extra mires necessary-for .such a. circuit • 
were not installed. Approximately 100 feet of fine cotton-insulated wirb, 
of typo used in concealed microphone installations, mere located in the 
attic over the bedrooa presently occupied by tho Ambassador* s wife, but tio 
microphone iras found attached thereto* Approximately 1,5Q0 feet of wire 
were remoVed; 1,200 feet-pf wire, left in piaco So sis not to deface, the 
wall finish, >wcre cut at regular intervals to prevent Its future use in 
nmr 'installations. Information obtained fron[ 


regarding future security of Spaso House and. Hokhovaya. 
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Recommendations listed b7D 


DETAItSl * 1 

* Spaso House, which is the residence of tho United States Ambassador 

at 10 SpaSopeskovski Street in Moscow, U* S. S* B?, contains a total of 55 rooms* 

20 snail rooms are located in the basement, 11 largo rooms are located on tho 
first floor, 10 reens used 6s living quarters are on the second floor, and there 
are four .Small rooms located at an intermediate level between the first and second 
floors. The attic is not partitioned at all but occupies tho entire area oyor the 
house. The garage consists of a Shop, four storerodms> three rooms used for living 

quarters, and an attic* , 1 ~ 

> r < 

i * *■ 

> fhe, rooms covered at the U. S. Embassy, commonly known as Kokbovaya, 
located At 13 -15 hokhovaya Street, are as followsi the Ambassador's office, tho 
Counselor's office, the Military Attaches office, and tho four-room apartment 
Of the Counselor. On occasion these offices and rooms were used by delegation 
personnel for business purposes * * , „ 
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CONSTRUCTION OF EUILDIHGS AMD EXTENT OF-CHECK FOR MICROPHONES 

*1 » fc H ( - v | 

\ V ^ J 

, » ' 1 

inasauch a 6 the construction, of buildings in .Russia 1b •somewhat 
different front that found in the States* the. following descriptive material is 
set forth in order that an understanding .itoy 1 * 3 -had of the nature' of the -work 
nepessary in Baking a security check*. ' + 


t 

* 

1 



<r 


t 



The space between the ceiling of one floor and' the flooring of the. 
room above is in many instances as much, as 14 to 16 inches* This iS, duo to the . 
fact tlmt lfirge.log beams are used in the building process, This space is 
.sufficiently large .in-many instances to permit a small, man to work in it* 

t - ’ "* 5 

h <*" 

I*- , 

GonslderahLe rpbble Is left as Insulatihg ohterial in this spaed 
during construction and it is necessary to provide Ventilation in order to prevent 
rotting and .mildew*. As a result, ventilator plated ..are usually placed in the floor 
at each of the four corners of a rooa* . These plates cover a .gaall opening in the 
floor, generally 2 to 3 inches* square* In other instances small ventilators located 
4 in the wall just abovd the floor are; used. As will be pointed, out in a subsequent 
portion ,of the, report,.-this space between the' floor, and ceiling has been used in , 

the running, of microphone wires* ' *. i . ' ‘ 

" - ' . - ■ • ‘ , - 
•. .• * 

t A. complete check of the areas under the floors was made in fell of the 

rooms surveyed, either by use of ..asoirror which,permitted the writer'ter see the 

area beneath the floor* or by actually taking bp the floor to permit access to the 

spade* ■■ ' ’ 

f ' - f .* 

f 1 ^ ~ 

At, both Hokhovaya and Spaso, there are ventilator’ ducts located at 
the tops of fhe wallB close- to toe ceilings in most Of the rooms,. A physical „ 
check to determine’whither or not any microphones were, suspended' behind these 
ventilator grilles Or whether any nicrophoba wires were run, in, the ducts was. made* 


At Spaso House toe heating, system.provided for hot air ciroulatioh. 
throughout the house. A part of this system included four enclosures approximately 
4 by 4 by 6 feet at central locations in the attic* DUcts fanned put from each of 
these enclosures to convey the hot air to the Various rooms, A good number of these 
ducts are sufficiently large to permit a man to enter them. Once, inside these. 
ducts, it would be a relatively simple-matter to suspend a micrpphonp in the-duct ; 
at a point just, above, the ventilator opening in the room below* A physical check 
‘for toe existence of microphone wires or the installation of any microphone’s in 
these ducts wad made, by the writer in all caffes where the duct was large enough to 
permit his entry.- Some of to® other ducts, could not be entered by the writer, but 
are of such a size that they could be entered, by a person of small stature. 

In* the case ,of these ducts, the. openings .at both ends were, closely checked and the 
outside surfaces-we?o thoroughly examined to -determine that no' wireES were being fed 
through them. ’’ * ' ; 
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In the basement Of Spaso House there are three additional hot air 
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anclosures with ducts feeding tinder the first floor and then branching upward to 
the various rooas of the -house* The height of the main ducts varies from 14 to 
20 inches* A coapiete check of this .area under the house was made for concealed 
microphone lead wires* 

l 

< 

i ' 

In the rooms of the first and second floors at Spaso and in the 7 
rooas surveyed at Mqkhovaya, a coapiete and thorough physical check for concealed 
wires and concealed taicrophones was made, in addition* an electronic detector 
was used to deteraine-whether or not any wires were concqaled behind the plaster 
of .the walls and ceilings or behind the baseboards and floor foldings* 

i ■ • ■ . 

i 

A complete physical checks for the appearance of nicrophone lead wires 
was made in the 20 rooms of the basement and 9 rooas of the garage to dete rmin e 
whether or not any of those rooas were being used as a listening post for a nicro- 
phone concealed at some other point than. Spaso House* 

» 

The attic at Spaso House contains a. concrete subroof which is 
covered with approximately 6 to 8 inches of earth for insulation purposes* - It 
was found necessary to go over this entire area with S ?ske to be sure that ho 
wires were concealed beneath the dirt* i 

No evidence of concealed microphones was found Ah any of the rooms 
at Spaso House or Hpkhovaya* In the - attic approximately 100 feet of fine cotton- 
insulated wire was located immediately over the room presently occupied by Mrs* 

W* f * Snith| the. wife of the Ambassador, This room was previously occupied by 
Hr a. Harrinan and before that by former Ambassador JJavles as Ms office* 

Counselor Elbridge jDiirbrqw advised the writer that a nicrophone had been discovered 
in this location in 1937» but that it had- been reeved* Approximately 18 feet of 
the wire found ty the writer Was, concealed under the, dirt of the subrpof and led 
to a hole it| an enclosure just above the window of the room ia question. The 
remainder of the wire was. found within this opening which is approximately 15 feet 
long, 5 feat ride and 3 feet high. So microphone was attached to the -.end of the 
wire, It is believed possible that this wire may be part of that which was used 
in tbs 1937 installation*. ' . 

? 

u -t ' t 

.* Considerable attention was given to the chocking of the ceilings 

of the rcoaS at Spaso inasmuch as some of then are decorated with plaster casts and 
are. rather ornate, A close physical inspection of' those decorative casts was 
made - and electronic detectors ifere. also used to make-sure that no microphones were 
Concealed behind the plaster, • ' • 
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TELEPHONE SYSTSI AT £?ACO HOUSE * . 

* ' " 1 1 - 1 \ | * 

Spaso House is oq.ui.pped with a KU33ion-nado combination .manual and 
dial switchboard containing 5 trunks and £0 stations*. All 5 trunks are presently 
in use while 18 of the stations are being used for yarioUS rooms throughout the 

house 4 ' 

/» 

The cross frane for the house is located in a telephone : switchboard 
room*. . Two house boxes are located in the hallway of the® second floor. 'The; 
remainder of the house boxes are iocated oh the outside of the building - , one in the 
Sputh wall;- two in the east wall and one in the west wall. 

i ' 

i 

k complete chock of the phone system. was. made and it was found to. 
be free of any evidence; of wire tapping within the limits of the building* The 
lines could hot be traced any farther, but the writer observed that the cable 
serving. Spaso House went underground at the sidewalk of Spaso Stylet* This deader 
cable runs, along the wall of the small building located oh the south side of the 
residence grounds* It then goes underground at a point opposite the frpnt entrance 
to Spaso House and after running under the driveway is fed up the side of the 
building intd the telephone switchboard room. 

:r 

A check pf all telephone instruments in use at Spate House and of 
£ instruments in, the roons checked at Uokhovaya failed to reflect that any of them 
were being used in such manner that they could, serve ah a listening device while 
the phones were no.t actually in use* One instrument was discovered to have an 
extra wire in, the circuit which would have permitted the ude of the' microphone in 
the -.earpiece as a listening device when the instrument was not in use as a phone* 
However, the two, additional wined which would have been necessary to make the 
phone operate in this.manner had not been installed* 

There is Set forth below a* chart covering the cross frame and house' 
boxes at Spaso House* from this chart the various toroidal pairs, and tho location 
Of the phone extensions may be determined* it should be, noted that the rooms on 
the second- floor have been numbered Consecutively in, a clockwise order, starting 
With the bedroom at the southeast corner of the building as room #1. This has , 
been done for convenience in establishing the Ideation of ike various extensions.. 
The information on this chart also reflects that there are in addition to the 1 
5 trunk lines solving the switchboard* 4 outside- lines Pith the instruments 
located in various xoons throughout the house, „ - 
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SCifelATlC. DIAGRAM OP CROSS TRUSS LOCATED IN THE SWITCHBOARD 'ROtH AT SPASO KOTOS. 
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SCHEMATIC diagrams of house boxes 
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0?»D TEI.KPfiOHK AND mm WIRE 

i 

At various tines since tho construction of Spa bo House, telephone 
lines ana buzzer systeas have. been installed. None of tb© wires used iu those 
Jj® Bysteas had aver been removed* As a result, approaduately l,50d feet of this 
mre were taken out by the writer, la addition, approximately 1,200 feet of wire 
jrere rendered Useless for microphone installation purposes ty cutting It at 
intorvsus..The lattor asount of wire was not removed inasmuch as considerable 
caaage to the wall finish would have booh caused, 

, , _ Soa ® of the old telephone and buazer wire was run behind tho base- 

boards and floor- adding in tho various rooas, Wherever possible, without 
defacing the wall finish, the* baseboard and floor molding were removed in order 
to tals out the old wire* At the ease tins, a physical and electrQUiockock 

ot the wall area behind the boards was cade to mnko sur© that no aicropbohes were 
installed in these locations* 

h *" ' 

RADIO AERIALS 

* _ V . ' 

UJ( A n I?tcr of radio aerlale ar© located on the, rpof of Spaso House 

ana the garage* ihese aerials word chocked to determine that they Wore not boini* 
used as lead-in wires for jaicrophons installations, 

* * , 

In. tho instant© of tho aerial on tho gar&go, it was observed that 1 

one end of Jhe aerial Is attached to an adjoining building* 
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It should- be noted that 'Sphso Hops® «ae not -vaca$bd;, at any tine, 
during I 94 I and I94?j an^wHile the offices, in tbo. Mokhovayn Gilding weiro i»6fc 
used as enbassy iiuarter|| a check of the building Trad jaado dai^y iy;embassy 
personnel uho rerjained in koscoir aftpr the .othprp had gone, to Kulbishdy:* 

Thuqr, hjr Keeping the buildings occupied o^ lindeir btSarvdtipn, the opportunity 
for nahing. dnhtnilatibns during a long linintbrruptel period of. time has not 
’ eideted* ' v *. >, - '* . 
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RE&^feKMms,- 1 r 

1, A coaplete and thorough 'technical security check of Kokbovaya 
should he tiade* This shouldlnclude all floors, the roof and the basement. 

Cloco attention should ho paid to those rooaa adjoining the buildings on either 
flido of Mokhdvnya, inasnucb As these buildings are occupied by jftus.siah nationals, 


2, All phone terminal strips,, both at Mokhovaya and Spaco, should - 
# ba checked approximately every three months* This 'will preclude use of phono 
lines forpurposeS ether than that for which they arc intended* It will also 
serve as a- check on, any surreptitious, microphone installations ,in which a portion 
of the telephone ays ten nay ho used,. . , 

3* All phono instruaonts should bo checked every three or four 
nontho by the use -of ,an .amplifier to, detoral^C that they are hot being used as; 
listening devices, 

f ~ ! i 

4« Ahy repair or new installation Of pouor t phone or bussor Circuits 
by BDRQBIB should be .supervised at. tha" him©- the work is being done to prevent; the 
installation, of any listening devices or any wire which cab be Used, fpr such 
devicoC at a later date# „ * 

1 « i * \ j ' 

* ' , r. 

4 4 ? f •* 

'■ 5» All oldbuzaer, power and. phone wires., should be removed* With 

each, job involving theso circuits) the reaoyal of old wire should be done before 
the job is considered coaplete % All old wire, tho removal of i&ich at the tine 
of the Resent security check would have defaced the wail finishe3 ? should be torn 
out prior to the next period Of rodocoratibn, 

V ! ' 

, 6, Duo to the pattern of installations found in other buildings 

in-Moscow* the yell areas behind, the .baseboards dhd fiber holding should be 
subjected to a thorough, physical and electrode cheeky Since tho removal of tho 
Wards and. moldings will cause damage tq the 'plaster 11 and well fIniph, this, check 

a}sould also ba ^da prior to the hejqt period of rodoCoration? - , > 

t f - - 1 

7« Tho attic and basement of Spaso i’duso should bo checked frequent^ 
ly to prpoluda the usd of these hreaU for listening posts, ok for the concealment 
of wires* The four, heating enclosures. in the attic should be equipped with locks 

bo that no one hut authorial persons may enter them, * 

* \ 1 

1 « ' ’ ,/ i 

The heating, enclpsured in tho baaenant should likewise be pro¬ 
vided with locks, One of thece enclosuroa Opens off of gtorordca #L in which tho 
electrician Bikitin has his shop, Tito other one .opens off of the room occupied 
by Stephan Gordiev* who works in tho pantry* * . 

• A 4V J 

r * 

8 f . Tho door at tho north nall of tho -laundry room should bo 
equipped with a lock so that uhautHoriwed persons may not gain entry to the heating 
area lodated at this point, It should ho noted that i„t is possible to go from the 


-12 - 





I 



laundry into Storerooa 0 ans of a passageway, The locking- of thim doer- 
in the laundry will, prevent acce3B to- -this passageway inasmuch eo Storerooa 
0 ifc now kept locked, 

9, All radio aerials should tot checked frequently to dateraiae 
that tho lead*-in wires are hot being -used 63 a line for #t liatoning device, In 
this connection the aerial over the garage should be changed, since one end of 
it is presently attached to ad adjoining building, 

'tj * 

\ 

10, Present spot checks for listening' devices at irregular inter¬ 

vals of tine should ha made throughout the year,, Ir( thi$ Banner,, no long 
uninterrupted periods of tine will bo afforded anyone for purposes of aicrophona 
installation, . 

> 

1 > 

11, Should it bo decided to discontinue the use of tho Ventilator 
cutleta located in the various cocas of both Cpaso and #okhoyaya, -those openings 
should he sealed off either by the use of a thick piece of board nr by the 
installation of a thick layer qt plaster* Iho iraaodiate- opening itself should 
be stuffed full of hose coa-l n fl a sa a ble material before it is .coaled, thus 
preventing the Installation of & microphone at thin point by lowering it down 
from the floor above* 

l 

'i ? 

•% 

12, The food wire from the central radio station at -Uoscofc which 
enters Spas a House on the South, side of the building close to the entrance should 
be checked frequently to dotoraino that none of Its legtt are being used ap a feed 
wire for a microphone installation* In the event it is decided to discontinue 
the rental of this wire from the radio station, the lead Biros from tae building 
on the South pide of Spaeo. House to the point of entrance bn the south, wall of 
fpaso should, ha reaoyed, coapletbly,. - 

t " l 

13* fhe old cross frame; located id .the hallway dust outside the 
entrance to the pantry oh the first floor should be removed* 

■* ♦ 

14, Arrangements should be made with EUROBIH to have the unknown 
outside lias appearing on the, feeder strip* in the Cpaao switchboard room, dis¬ 
connected, This lino appears on the 6th pair (llth and 12th terminals) of the 
fourth terminal block* it should be disconnected so that, the line in actually 
dead whoa ran into feeder strip. A check of this after it. is completed can be 

made by the Kayy technician attached to tho tl*' S< liabassyv 
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UNITED STATES GOVERNMENT 



'■THE DIRECTOR 



date: February 


PROM :j ) 4 }i % lAfii 

0 

SUBJECT :SQTTKT mcmopmyE INSTALLATIONS . 
I?/ U r S ^ ^EMBASSY. MOSCOYf 

VC • 




a 


PURPOSE: 



Telt* Roon_ 
K>1« 


To in/*orm you that all properties occupied by the 


CeaSjr 


DBTAIL8: 



U,S, Embassy and its staff in Moscow a re t pnR^/i-fn.njn. -kh^ 

pa&hh- 

On the attached memorandum from Ladd to the Direntn r ^ 
dated February 12, 1952, you .jnguvre^ d "Ts our Embassy i n 
_ JfpscoM o wned b» the Sovj^f P u Inquiries of the Department 
of “tate ,by the Liaison Unit developed the following infor¬ 
mation: The Soviet, Government owns, tM property occupied 
by the U.S . Embassy offices and the residence of the Am¬ 
bassador as well as two smaller properties utilised by the 
Embassy staff as living quarters and garage space. 

<„ IteJlnjted States le^se§^Ji M^& phnpezilss from 

, "BUROBINf otherwise known as the Soviet Housing Agency . 

■ The leases are normally renewed on'a vear-to-vear basi s 
except when the Soviets insist on renewals for shorter 
terms'. The. JL&ms A Mils .ru n In th&^pxusji fnr ^nniy 

maths. Thp. Sonie-h er.miRP.. f-nr^hjirl-h-Jl pclkpr xr ff fi 

"fluctuation of ftfa? mhle . " 


¥ 

« *V 


The current lease which was executed on 
December 31, 1951, runs until December 31, 1952 . 



V* 


ACTION: 


H * 




None. This is for your informa 


•motion . v . , a 


\^\LW:mh w 
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